HucTpyKuus

1151 00y9aIoIEXCs Mo ofecneeH o pHPOPMAHOHHOI Ge30MacHOCTH NPH
penosb3osannn ceTn «HTepHET» /ISl pa3sMEIICHHs B y4eOnbIX Ka0HHeTaxX, B KOTOPBIX
OCyIIeCTBJISIETCS JOCTYTI B CETh «MHTepHETY

C KaykIBIM TFOZOM MOJIOJEKH B MHTEPHETE CTaHOBHTBHCA Gonplie, a IIKONBHHKH OAHH H3
caMpIX AKTHBHBIX Tonp3opaTencii Pymera. Mexay TeMm, [IOMHMO OFpPOMHOIO KOJH4eCTBa
BO3MOKHOCTEH, HHTEPHET HECET M npobnemel. JTa NaMATKa JOKHA TIOMOYb TeOe 0e301acHo
HaXOJMTECS B CETH.

KoMnbioTepHble BHPYChI

KoMNbrOTepHEIH BUPYC - 3TO Pa3HOBHAHOCTH KOMIBOTEPHBIX nporpamm,
OT/IHYNTENBHON 0COOEHHOCTBIO KOTOPOMHABJISETCS CMIOCOOHOCTE K PasMHOKEHUEO. B
TOTO/IHEHHE K 5TOMY, BUPYChI MOTYT TOBPEHTH HIIH TOJIHOCTLO YHUUTOKHTE Bee (paliibl v IaHHBIE,
[OJKOHTPOBHEIE TTOJIB30BATENO, OT HMEHH KOTOPOro fpiTa 3aMyllieHa 3apaxkeHHad Nporpamma, a
TaKKe TIOBPEMTh WM Jae YHHYTOXKHTD ONEPaLoHHYIO cucTeMy €O BeeMH (aiinamu B LIEIOM. B
607bIIHHCTBE ¢/1yYaeB PACTIPOCTPAHSIOTCS BUPYChI 4€PE3 HHTEPHET.

MeTo1bl 3aLIMThl OT BPEIOHOCHBIX [POTPAMM:

1. Wcrnoe3ydi COBpeMEHHBIC OMNEPalMOHHbIE CHCTEMBI, HWMEIOIIHE cephe3HbBld  YPOBEHb
3aIUTHl OT BPEJIOHOCHBIX IPOTpaMM;

2. TlocTosHHO YCTaHaBIMBAH MaTHH (uupoBEIe  3aMIATKH, KOTOPHIC aBTOMATHYECKH
VCTaHABJIHBAKOTCA C LIEJBIO 70paboOTKH TPOrpamMMBEl) U Apyrue OGHOBIIEHHS CBOEH OIepalmoHHOH
cucTemsr. CkaunBak HX TOJIBKO ¢ OQULHMATBHOTO caiira paspa6orumka OC. Ecu cywecTsyeT pEKHM
aBTOMATHYECKOro OOHOBIEHHS, BKIIOYH €r0;

3. PaGoTaii Ha CBOEM KOMITBIOTEPE MOl MPABAMHU NOB30BATENA, a He aIMHHMCTparTopa. IT0

He [O3BOAMT  OOJIBIIMHCTBY BPEAOHOCHBIX MporpamMM
HHCTAJLTMPOBATECS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;
3. Ucnonb3yi aHTHBHPYCHBIE MpOrpaMMHBIE  TTPOTYKTEI H3BECTHBIX

NPOM3BOAKTENEH, C ABTOMATHYECKHM oGHoBIIeHHeM 6a3;

4. OrpaHudb (pu3MUecKMii JOCTYI K KOMIBIOTEPY A TIOCTOPOHHHX JTHLL

5. Wcnonpsyi BHELIHHE HOCUTENN vH(pOpMalLMH, TAKHE Kak dnemka, AMCK WM a1 u3
J{HTEepHeTa, TOJBKO U3 MPOBEPEHHBIX HCTOUHHKOB;

6. He oTKpBIBali KOMIBIOTEPHbIC (haiisiel, MONYYEHHBIE M3 HEHANCKHBIX HucTouHUKOB. Jlaxe
Te (hail/ibl, KOTOpbIE NIPHCIIA TBOH 3HaKoMBIiA. JIydIle YTOUHH y HEro, OTIPABIIA JIH OH Tebe uX.
Cern WI-FI

Wi-Fi - 5T0 He BMJ NMepeNaun JaHHbIX, HEe TEXHOJIOTH, a BCEro mub 6pens, mMapka. Eume B
1991 roay HuAeplaHIACKasd KOMMaHHA saperucTpupoBana OpeH.l "WECA", uro ofo3nayano
crosocoueranue "Wireless Fidelity", KOTOpEIH NepeBOIUTCS KaK "BecrpoBoIHast TOYHOCTB".

Jlo HaIero BpeMeHH J01I1a Ipyras aG6peBHaTypa, KOTOpas ABIACTCA TAKO 7Ke TEXHOJIOTHEi.
o aG6pesuarypa "Wi-Fi". Takoe Ha3BaHue 6110 1aHO ¢ HAMEKOM Ha CTaHaapT BhICIIEH 3BYKOBOH
texuuku Hi-Fi, uTo B nepeBojie 03HA4aeT "BBICOKAs! TOUHOCTE".

Ila, GecruiaTHBIH MHTEpPHET-AOCTYT B kade, OTE/NIX M adpOroprax ABIACTCH OTIHYHOM
BO3MOIKHOCTBIO BEIXOIa B MHTEpHET. HO MHOTHE SKCIEPTRL cunrarot, 4o obienoctynsie W i-Fi
CeTH He SBIAIOTCA 0€30MAaCHBIMH.

CoBersl 1o 6e30MacHOCTH paboThl B 00MIEI0CTY THEIX cersax Wi-fi:



1. He nepenagaii coto nuuHyro uHbopManuio yepes odmenoctynaeie Wi-Fi cetu. Padoras
B HHX, JKeJIaTeJJbHO He BBOAMTE NapoJIH JOCTYIA, JIOTHHBI U KAKHE - TO HOMEDA;

2. Ucnonb3yii 1 OOHOBJIAH aHTHBHpYCHBIE mporpamMmsl W Opanamayep. Tem cambIM Thl
obe3zomnacHinb cebs OT 3aKa4YKH BUpyCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnoaszosanun Wi-Fi otkmoun dyukuuio "O6muit noctyn K daiinam u npuHTepam”.
JlanHas QyHKUMA 3aKphITa M0 YMOITYAHHIO, OJJHAKO HEKOTOPEIE I0/Ib30BaTE/IH AKTHBHPYIOT €€ 71
yno6cTRa HCNonb30BaHUs B paboTe nin yuebe;

4. He ucnoneayit my6nuuneiit WI-FI st mepeaauu MUUHBIX JaHHEIX, HAIPHMEp 18 BBIXO1a
B COIHAJIBHBIE CETH MU B 3JIEKTPOHHYHO MOYTY,

5. Ucnoap3yii Tonbko 3aiuiierdoe coenudenve yepes HTTPS, a ne HTTP, t.e. npu Habope
BeO-anpeca BBoau MMeHHO "https://";

6. B MoGuasHOM TenedoHe oTkmoun ¢pynkuuto "Tlonxmouenve k Wi-Fi asromatuyeckn'. He
JIOTTYCKAl ABTOMATHYECKOTO MOAKIIOueHu s yeTpoiicTea K ceTsiM Wi-Fi 6e3 TBoero cornacus.
CouwnanbHbie cetH

CouanbHble CETH aKTHBHO BXOMAT B HALy JKM3Hb, MHOTHE JIOH pabOTalOT H XKHBYT TaM
NOCTOSHHO, @ B Facebook yxe 3aperucTpupoBaH MUJUTHAP] YENOBEK, YTO SBISETCS OJHOM CeIbMOH
BCEX JKHTeNel maHeTsl. MHOIrHE 110/1530BaTeld He TIOHMMAIOT, YTO HHpOPMALHs, pa3MELIEHHas HMH
B COLMAIILHBIX CeTsX, MOYKeT OBITh HalleHa M MCIOJIB30BAHA KEM YFOAHO, B TOM YHCIE He
00s3aTenbHO ¢ 6MaruMy HaMepeHUsIMU.

OcHOBHBIE COBETH! N0 De30NacHOCTH B COLIMANLHBIX CETAX!

|. Orpanuys cricok apyseit. ¥ Te6s B Apy3bax He JOMKHO ObITh CITy4aHHBIX H HE3HAKOMBIX
THOleH;

2. 3amuiai ¢BOK 4acTHYHO *ku3Hb. He ykasbiBail maponu, Tenedomsl, aapeca, AaTy TBOEIrO
POKIEHUS M JAPYTYIO JIMYHYIO MH(OpMauuio. 3NOyMBILUIEHHWKH MOTYT HCMOIb30BaTh Jae
MH(OPMALIHIO O TOM, K&K Thl ¥ TBOH POIMTEIH [UIAHHPYETE MPOBECTH KAHHKYIIBI;

3. 3amuuiai CBOK PeNyTALMIO - IEPKU e¢ B YHCTOTE M 3alaBaii cebe Borpoc: XoTen Obl Thl,
yroOBl ApyrHe TOJB30BaTeNH BHIEIH, 4TO Thl 3arpyxkaews? Ilogymaii, mpexxae 4em dTO-TO
ory0IKKOBATh, HAIUCATE M 3arPY3HTh;

4. Ecnu TBI TOBOPHIIB C JIOABMM, KOTOPBIX HE 3HAElb, HE MCMOJIb3YH CBOE peanbHOe MM
APYTYIO JIMYHYIO HHpOPMALIMK: UM, MECTO JKUTEJECTBA, MECTO yueOBl U Npouee;

5. Uzberaii pasmenienus dororpaduit B MurepHeTe, rae Thl H300paskeH Ha MECTHOCTH, I10
KOTOPO#H MOKHO OTNpeeIuTh TBOE MECTOMOJNIOKEHHE;

6. [Ips perucrpallid B COLMAILHOH CeTH HeOOXOAMMO MCIIOJIL30BATH CJIOKHEBIE MAPOJIH,
cocrosuime u3 6yKB U LMQp ¥ C KOTHYECTBOM 3HAKOB HE MeHee 8;

7. JIna couManbHOH CETH, MOUTH M APYruX CaiiTOB HEOOXOAMMO MCIOJB30BATh PA3HEIE
napo.in. Toraa eciu Teds B3IOMAIOT, TO 3I0YMBIIIEHHHKH T10/Ty4aT JOCTYI TOMBKO K OTHOMY MECTY,
a He BO BCe Cpa3y. !

J1eKTPOHHBIE JeHbI'H

DNIEKTPOHHBIE NEHBTM - 3TO O4YEHb YHNOOHBIH C€MOCOO MIaTEKEH, OAHAKO CYIIECTBYIOT
MOILEHHUKH, KOTOpPBle XOTAT NOTY4YUTh 3TH JIEHBIH.

DNeKTPOHHEIE NEHBIH MOSBHJIMCHL COBCEM HEJaBHO H MMEHHO H3-32 3TOT0 BO MHOTHX
rocyzapcTBax O CHX IOp He NPOIMMCAHO NMPO HUX B 3aKOHAX.

B PoccuH ke OHH (YHKIMOHUPYIOT U O HUX YK€ MPOINHCAHO B 3aKOHE, I'le UX pa3/eftoT Ha
HECKOIBKO BHIOB - AHOHMMHBIE H He aHOHHMHEIE, PazHHLia B TOM, YTO aHOHHMHBIE - 3TO Te, B KOTOPBIX
paspelaeTcsi MPOBOAMTE onepauun Oe3z HAeHTU(HKALMM [ONB30BATENs, @ B HEAHOHWMHBIX
HIeHTH(pHKALKA NOIE30BaTeNs ABAAeTCs 0053aTeNBHOH,

Tatoxe cneayer pa3nu4aTh 3NMEKTPOHHBIE (HATHBIE AEHBEIH (PAaBHBI TOCYNapCTBEHHLIM
BAMIOTAM) M 3JIEKTPOHHEIE He(hUaTHbIe JIEHBIH (He PaBHBI rOCYIaPCTBEHHBIM BAJIHOTaM).

OcHOBHEIE COBETHI 1o Oe3omacHOH paboTe ¢ DJIEKTPOHHLIMH AEHBIAMH:

1. Mpusku K cuery MoOunpHbI TenedoH. DTo camplif ynoOHEIM M GbICTPBIA crocod
BOCCTAHOBHTE JOCTYM K cuety. [IpHBsA3aHHEIil TenetOH NOMOXKET, eciu 3a0yaelb CBOH IUIaTeXKHBIHA
Naposb WK 3aiIenb Ha CaiT ¢ HE3HAKOMOr0 YCTPOHCTBA,

2. Ucnoap3yii oxsopaszossie naposu. [Tociie nepexoza Ha yCHUICHHYHO aBTOpHU3aLiuio Tebe yke




He GyJIeT yrpoKarTh ONMACHOCTh KPaXH MIIM NEpexBaTa MIATekKHOTo napoJis;

3. Bribepu croKHEIH 11apoJib. [IpecTynHuKam Gyner He MPOCTO yraaarsb CJI0KHBIN Mapoib.
Hajie’kHble Napojii - 3TO MapoNy, KOTOPBIE COAEPHKAT HE MEHES 8 3HAKOB M BKJIKOHAIOT B Ceds
CTpOUHBIE M MPOMHCHBIE GYKBBI, LM(PEI U HECKOIBKO CUMBOIIOB, TaKkHe Kak 3HaK joinapa, QyHTa,
BOCK/IMLATE NbHBIH 3HaK U T.1. Hanpumep, $tROng!:;

4. He BROIM CBOM JMYHEIE JaHHBIE HA CAHTaX, KOTOPHIM HE JOBEPACIID.

J1eKTPpOHHAHA NM04Ta

DAeKTpOHHasi MOYTa - 3TO TEXHONOTHA W MPEJOCTABIAEMBIE EIO YCJIYrH 1O MEPECHUIKE H
MO/YYEHHIO 37eKTPOHHBIX COOOLIEHMA, KOTOPBIE pacnpe/Ie/IoTes: B KOMIIbtOTEPHOM ceTH. OOBIYHO
37eKTPOHHbIH NOYTOBEIH SUIMK BEITISIUT C/IELYOLIMM 06pa3oM: uMsl_T0NB30BaTeNs (@ NMsl_lOMeHa.
Takke KpOMe Nepeiadn MPOCTOro TeKCTa, MMEETCA BOIMOKHOCTR nepenasarth pansl.

OCHOBHBIE COBETHI 110 Ge30macHokH paboTe ¢ 3EeKTPOHHOI TIOUTOH:

1. Hano BeIGpaTh MpaBHIIBHBIH MOYTOBBIM CEPBHC. B uHTepHETe eCTb OTPOMHELH BEIOOP
GecIIaTHBIX TOYTOBBIX CEpPBMCOB, OHAKO JyWllUe [O0BEpATH TEM, KOTO 3Haellb H KTO MepBLIi B
peiTHHTE;

2. He ykasbiBait B JIHYHOH MOYTE JIHYHYIO uadopmaumo. Hanpumep, sydmie BEIOpaTh
"My3bIKaTbHBIH_(anat@" uam "pox2013" BMecTO "Temal3";

3. Wcnonb3yi ABYXITalHYO aBTOPU3ALIHIO. 10 KOraa TOMHMO TApOoJIs HY*KHO BBOJUTE KO,
npuceLtaemelit 1o SMS;

4. Bpibep CcoXKHbIH napons. [lis Kaxaoro IMo4TOBOTO qIIMKa [JOTKeH OBITh CBOH
HaJIeKHBIA, YCTOHYHUBEIH K B3710MY Napob;

5. Ecii ecTb BO3MOYHOCTH HAIHCAaTh CamoMy CBOH JIMYHBIN BOMPOC, HMCHONB3YH 3TY
BO3MOZKHOCTB;

6. Wcronp3y# HECKOJIBKO MOYTOBBIX ALIMKOB. [lepBBlif A 4YACTHOH MEPETIHCKH C
ajpecarTamy, KOTOPIM Thl AOBEpsielllb. JTO 3/IeKTPOHHBIH ajpec He HAJ0 WCMOJIB30BaTh TIPH
perucTpalmy Ha Gopymax U caTax;

7. He otkpeiBaii Qaiiisl W Apyrye BIOKEHWA B NMCbMaX, Jake eclid OHW MPHIIIH OT TBOHX
apy3eil. Jlyumie yTOYHH Y HHX, OTIPABIA/IH JIK OHH Tebe 3TH hailisl;

8. Tloc/ie OKOHUaHHsA PaGoTHl Ha MOYTOBOM CEPBHCE MEPE]l 3AKPLITHEM BRIAZKH ¢ caiToM He
3a6y1b HaxaTh Ha "BeridTa".

KnGepOy UIHHT HJIH BHPTYa/IbHOE H3/1€BATEILCTBO

KuGepOynauur - npecieloBaHue COOBIIEHMAMH, CONEPIKAIIMMH OCKOPOIEHHS, arpeccuto,
3afyTHBaHHe;  XYyJMIaHCTBO;  COIMAIbHOC foMKOTHpOBaHHe C  TOMOLIBIO  pasiTHYHBIX
MHTEpHETCEPBHCOB.

OCHOBHBIE COBETHI Mo 6opbbe ¢ KnGepOy ITHHIOM:

1. He 6pocaiics B Goit. Jlyuuuii criocod: MOCOBETOBATECH KAK ceOs BeCTH M, €CIIH HET TOTO, K
KOMY MOJKHO OOPaTHTBCA, TO BHAUa/e YCTIOKOUTRCS. Ecii THI HAYHEIIb OTBEYATh OCKOPOIEHNAMH Ha
0cKOpBIeH s, TO TOMBKO ele BoIbLIIe PasoHIKeIlb KOH(IIHKT;

2. Ynpasssit cBoeit Kubeppenyrauue;

3. AuoHuMHOCTh B ceTH Muumasd. CylecTByroT Crocobbl BBISICHHTB, KTO CTOMT 32
AHOHHMHBIM 8KKayHTOM;

4. He cTOWT BeCTH Xy/IMraHcKui o0pas BUPTYanbHOH KH3HH. IHTEpHET ¢uKcHpyeT Bce TBOH
JleficTBHA ¥ COXpaHsieT MX. Y 1aiuTh uX OyneT KpaiiHe 3aTpyAHUTEIbHO;

5. Cobmronaii CBOIO BHPTYaIBHYIO HECTh CMOJIONY;

6. Urnopupy#l eIMHHYHBIH HEraTHB. OjiHOpa30oBble OCKOPOHTE/IBHEIE coo0lLueHus yvIne
HrHOPHPOBATh. OGEIUHO arpeccys NpeKparmaeTcs Ha HAYyaIbHOW CTaanK;

7. Ban arpeccopa. B mporpammax o6MeHa MIHOBEHHBIMH COOOMIEHUAMH, B COLMANbHBIX
CeTSX eCTh BO3MOKHOCTE BIOKHPOBKH OTIPABKH COOOLLEHHIA ¢ ONPENe/IeHHBIX A/IPECOE;

8. Ec/i TH cBUAeTe b KubepOymmnra. TBOM JEHCTBHA: BBICTYIIMTB NPOTHE
npecsie0BaTeNs, MOKa3aTh €My, UTO ero NeHcTBHS OIIEHMBAKOTCA HETaTHBHO, MOJIEPHKATL KEPTBY,
KOTOPO# HY’XHa NICHXOJIOTHYecKas NMOMOMIb, cOOBLIMTE B3POCIIBIM O (hakTe arpecCHBHOIO
noBeleH!s B CETH.

MobuabHblil TeqedoH

CoppemeHHbIe cMapTQOHBI U MIIAHIIETHl COACPKAT B ce6e BMoIHe B3POCbIH QYHKIIHOHAT, H




Terepbk OHU MOTYT KOHKYPHpPOBAaTh CO CTALHOHAPHBIMH KoMmibioTepamMH. OfHAaKO, CPelCTB 3alIHThl
/111 MONOOHEIX YCTPOHMCTB MOKA OYeHb Majio. TecTuposanue u

MOMCK YSI3BUMOCTEM B HUX MIPOMCXO/IMT He TaK MHTeHCHBHO, Kak s [TK, To ke camoe Kacaerca

1 MOOUITBHBIX MPHIIOKEHHH,

CospemenHble MOOHIBHBIC Opay3ephl YiKe MPAKTUYECKH JOTHATH HACTOJBHbBIE AHAJOTH,
OMHAKO pacukpeHue (QyHKIMOHANA BJeYeT 3a €000 OGONMBLIYIO CIOXKHOCTE M MEHBIIYIO
3aIUIIEHHOCTE.

[lanexko He Bce NMPOW3BOAMTENH BBIMYCKAKOT OOHOBIEHMS, 3aKPHIBAIOLIME KPHTHYECKHE
VSI3BUMOCTH JUIS CBOMX YCTPOHCTB.

OcHoBHEIe cOBETBI M1 6E30MaCHOCTH MOGHIIBHOTO TeneoHa:

Huuero He sBnsercs no-nacrosiuemy OecritatHeiM. Byap octopoxken, Beab korma tebe
[peanaraloT OecriIaTHbIN KOHTEHT, B HEM MOTYT ObLITh CKPHITE KAKHE - TO TJIATHEIE YCIYTH;

Hymaii, mpesie yeM otnpaButs SMS, doTo umu Biaeo. Tl TouHO 3Haelb, r/ie OHU 6YIyT
B KOHEYHOM uTore?

HeoGxonumo 0OHOBIATH OMepalMOHHYHO CHCTEMY TBoero cmaprdona; Heronssyii
AHTHBHPYCHBIE MporpamMmMal 1Jist

MOOHIBEHEIX TellepOoHOB;

He 3arpysxait npua0XKeHus OT HEM3BECTHOTO UCTOYHHKA, BE/Ib OHU MOTYT
COJIEPKaTh BPEIOHOCHOE [IPOrpaMMHOe obecneyeHue;

[locne Toro kak Thl BEIFAEINL ¢ caiTa, Il BBOAWJ JIHYHYK) MH(OPMALHIO, 3aii1M B
HACTPO¥HKH Opaysepa u ymamu cookies;

[lepuoanuecku npoBepsii, Kakue IIATHEIE YCIYTH AKTHBUPOBAHEI HA TBOEM HOMEDE;
JlaBaii cBoH HOMEpP MOGHIBHOTO TelleOHA TONBKO JFOIAM, KOTOPHIX ThI 3HAEIIb H KOMY
JOBEpselib;

Bluetooth nomken GHITE BEIKIIFOUEH, KOT/@ Thl MM He nonb3yelnses. He 3aGuiBaii uuoraa
NPOBEPSATE 3TO.

Online urpsi

CoBpemMeHHBIE OHMAMH-UTPBl - OTO KpacouyHbie, 3axXBATHIBAIOIIME pAa3BIEYEHHS,
0OBEMHSAIONINE COTHH THICAY YENOBEK [0 BeeMy MHPY. UrpOKHM MCCIELYKOT AaHHBIA UM Mup,
OOLIAIOTCS APYT € APYTOM, BEITOMHSKOT 33/1aHHS, CPAXKAIOTCA ¢ MOHCTPAMM U TIOJTYYaroT OMBIT, 3a
YIOBOTBCTBHE OHH IUIATAT: MOKYMAKOT AMCK, OIIa4MBaioT aDOHEMEHT WIIH NMpHOoDpeTarT KakHe-
TO OTILIHH.

Bce »TH cpencTBa MAYT Ha TOAJepKaHHE M pa3sBHTHE HIpHl, a TalkoKe Ha camy
0e30MacHOCTB: COBEPLICHCTBYIOTCS CHCTEMBl aBTOPHM3AllM, BBHIMYCKAKOTCH HOBBIE [MAaT4H
(1mQpoBele 3anIaTKK U1 NPOrpaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEpPOB.

B nogoGHBIX Mrpax CTOMT OmacaThCs HE CTOJBKO CBOMX COMNEPHHKOB, CKOMBKO KPasKu
TBOETO napois, Ha KOTOpOM OCHOBaHa CHCTEMaA ABTOpHU3aALIMHA GonbLIKMHCTBA HI'p.

OcHoBHBIE COBETHI 10 6€30MACHOCTH TBOSTO UTPOBOTO AKKAYHTA:

1. Ecam apyro#i urpok Bezet cebs Mioxo Wi co3faeTr Tebe HENpUATHOCTH, 3a6I0Kupyi
€ro BCIIHCKE UIrpOKOB;

2. Toxanmyiics amMUHHCTPaTOpaM UrPEI Ha [I0X0€ TI0BeIeHHE ITOTO HIPOKA, HKeIaTebHO
[IPHII0KHTE KaKHe-TO JOKA3aTeJIbCTBA B BUE CKPHHOB;,

3. He ykassiBait nuunyio uHdopManmio B npodaiine urpsr;

4. Vpaxa# Apyrux y4aCTHHKOB IO UTpe;

5. He ycranapnusaii HeopuIMaNbHbIE NATYH H MOJBI;

6. Mcnone3yii cnoxHele U pasHEle MapoiM;

7. lake BO BpeMs WIpbl HE CTOHMT OTKMOYaTh aHTUBMpyc. [loxa ThI Wrpaems, TROW
KOMIIBHOTED MOI'YT 3dpa3uTh.

OHIIHHAT HIH KPaska JHYHBIX TAHHBIX

Ob6bruHoM Kpaskeil IEHET M JIOKYMEHTOB CETOJIHA Y2Ke HUKOI'O He YMBULIE, HO C PA3BUTHEM
HHTEPHET-TeXHOJIOTHH  3JIOYMBILIJIEHHUKH IEPEMECTHIIHCE B HMHTEpHET, W MPOJ0JDKAIOT
3aHHUMaThCA "NIOOUMBIM" TemoM.

Tax nosBunace HoBast yrposa: MHTEPHET-MOIIEHHHYECTBA MM (DULIMHI, IJIaBHAs Lelb
KOTODOTO COCTOMT B MOJYYEHHH KOH(MHIEHLHANBHBIX NaHHBIX TIOB30BATE/ICH - JIOTHHOB H




naponeit. Ha aurnuiickom s3pixe phishing unraercs kax dummmnr (oT fishing -
puIGHas 0B, password - maposs),
OcHOBHBIE cOBeTH 10 Bopebe ¢ pummnnrom:

3/I0YMBILITEHHUK K nmoayyar AOCTYIT TOJIBKO K OIHOMY TBOEMY ]'lpO@)HI[I{) B CE€TH, a He Ko BCEM,

100aBJIeHEl y Tebg B APY3BAX, O TOM, 4TO Tebs B3TOMANH H, BO3MOXKHO, OT TBOEro MmeHH Oyzer
PACChIIaTheCs craM M CCBIIKH Ha umuHroBEIe CaHThI;

5. YcraHoBH HanexHbIT napojib (PIN) Ha MoGHIBHEL] Tenedomn;

6. OTKmouM coxpaHeHwe Naporns B Gpaysepe;

7. He oTkpriBaii baiinel u apyrue Broxenus » [TUCbMAX, lalKe eCM OHM NMPHILIH OT TBOMX
Apysei. Jlydime yroymy y HHX, OTIPaBIISIH TH OHHU Tee Ty (aiiser.

Indposas penyranus

Ludposas penyramms - aro HETaTHBHAA MM TIO3UTHBHas HHQOPMALHS B ceTH 0 Tebe.
Kommpomerupyiomas MHDOPMalHs, pasmernenuas B HHTCDHETE, MOXET cephe3HbM oGpazom
OTPa3nTLCA Ha TBOEH peanpHOl Ku3Hu. "[udposas penyrauus" - 310 TBOLH MMHIUK, KOTOpEIH
bopmupyeres uz HHGOpMaImH o Tebe B HHTEpHeTe.

Tsoe mecto KUTE/ILCTBA, yyeGEL, TBoe DHHAHCOBOE N0JI03KeHUE, 0COBEHHOCTH Xapakrepa H
pacckaser o 61m3KHX - Bee 510 HAKAIIMBAETCS B CeTH.

Mrorne noapocru JIETKOMBICIICHHO OTHOCATCH K NyOnuMKauMu arynok HHpOpMauun B
HHrepHete, e nonmmas BOSMOIKHBIX nocneacTsuit. Th naxe pe CMOXEIlUb I0ranatbcst 0 ToM, 4yTo
dororpadus, pasmemennas 5 ner Hasan, crana NPUYMHOMN 0TKA3a NPUHSTL TeOs Ha pabory.

Kommenrapuu, pasmemenue TBOWX oTorpadmii u npyrue AEHACTBHS MOTYT He HCYE3HYTE
AK€ Tocne Toro, KaK Thl MX yaanumb. Ty He 3HACIlb, KTO COXPaHMJI 3Ty uHbOpMauyto, monana iy
OHa B ITIOHCKOBEIE CHCTEMBI 1 COXpaHHNIACh JIM OHa, a4 rMaBHOe: yTo TIOYMAKOT 0 Tebe OKpy*karomue
-IFOZH, KOTOpBIE HANIYT U YBUAAT 570, Haiitu muopmanimo muoro ner CIYCTA cMOkeT Mmoboii - Kak
13 100psIxX noBysxaeHu, Tak u ¢ HAMEPEHHEM NPHYMHUTD BPell. DTO MOXKeT GhITh KTO YIOIHO.

OCHOBHBIE COBeTEI Mo 3allHTe LHpPORO penyTauuy:

I. Honymait, npexae yem HTO-TO MyONHKOBaTE 1 l€peaBath y cebs B Gnore wam g
COLHaTbHOIf ceTH;

2. B HacTpoiikax npodHIs yeraHoBK OTPaHHYEHHsA Ha MPOCMOTP TBOEro npoduis u ero
COAEPKHMOTO, clienaif ero Tombko s Apy3eii";

3. He pasmemaii u e YKaseiBai uHpopmaluio, KOTOpas MOxeT Koro-mi6o OCKOPOIATE Min
o0mKaT,

ABTOpcKoe npago

CoBpemeHnbie mkobHIKY - AKTUBHEIC 110/1630BaTeH MHppoBOro npoctpancTea. Oanako
AA7I€KO HE BCE 3HAIOT, YTO MOTB30BAHME MHOTHMH BO3MOXXHOCTSIMH LhpoBOro Mupa Tpefyet
cobmo/ieHus npag Ha HHTEJUIEKTYaIIBHYIO COBCTREHHOCT,

Tepmun "MHTe/UIeKTyabHAs COGCTBEHHOCTS"  OTHOCHTCH K Pa3sMYHBIM  TBOpeHHsM
{ICJIOBEHECKOID yMa, HAYMHAS ¢ HOBBIX H300peTennit u 3naKop, 0003HAYAKOLNX COBCTBEHHOCTE Ha
NIPOAYKTBL W YCIYrH, M 3akaHumBas KHHramu, dotorpapusmu, KHHOQUITBMAMH M My3BIKAMBHEMHU
NIPOH3BEACHHAMMY,

ABTOPCKHE mpaBa - 5710 1lpaBa HAa HHTENNEKTyasbHYIO Co0CTBEHHOCTD Ha NIPOU3BENEHMUS
HayYKH, JIUTEpaTyphl U UCKycCTBa. ABTopckue npara BLICTYNAIOT B KauyecTBe rapaHTHu TOTO, YTO
HHTCIEKTyanbHEI/TBOpYecKuii TPYA aBTopa He Oyger HAIPACHBIM, 1acT eMy cnpaBeHebie
BO3MOKHOCTH 3apaBoTaTs Ha pesyJibTaTax coero Tpyaa, nomyuuts M3BECTHOCTH U MpU3HaHue, Hukto
0e3 pasperuenns aBTOpa He MOKeT
BOCIPOM3BOAMTS €T0 NpoH3Be KeHwMe, PacnpocTpaHsTh, my6imyHo ACMOHCTPHPOBATS, POJaBATE,
HMIIOPTHPOBATE, yCKaTh B MPOKar, ny0IHYHO uenonHsTE, TIOKa3bIBATE/UCIOJIHATE B s¢upe unn
pasmewmate B Murepuere.




Hcenonssosanue "nuparckoro” NPOTPaMMHOTO 0GECTIeYeHHS MOXKET IPUBECTH K MHOTMM
PHCKaM: OT MOTEpPHU [NAHHBIX K TBOHM aKKayHTaM 10 GIOKHPOBKH TBOero YcTpoiicTBa, rie
YCTaHOBNeHa HeneranbHas nporpamma. He cToHT Tagoxe 3a0BIBaTh, 4TO CYIIECTBYIOT TerabHbe
1 GecruiatHele [POrpaMMBl, KOTOPbIE MOXHO HAaHTH B CeTH.

HHCTPYKIUS JJI51 OBYYAIOIINXCS OF UHO®OPMAIMOHHOI
BE3OMACHOCTM

HEJIb351

L. BeeM moapsax cooBmarte croro HACTHYIO HH(pOPMauMIo (HacTosmme wums,
hayunmo, Tenedon, azpec, HOMEP WKOJIbL, a Takske GoTorpadunm cBou, croeii ceMby i npy3eii);

2. OTKpBIBaTh BIOXKEHHDIE aitie anexTpoHHo TIOYTEl, KOTa HE 3Haels

OTTIPaBHTEIS;

3. I'py6uTs, npumupathes, okassipats HAABJIEHHE - BECTHU cehd HEREXKIIUBO U arpeccHBHO;

4. He pacniopsikaiics neHsramu TBOCH cembu Ge3 paspemenus CTapmux - Bcermaa
CripalllBai poauTenei;

5. He Betpeuaiica ¢ Hureprer-3nakoMeivu B PEAaNBHON JKM3HH - MOCOBeTyiics co
B3POCJIBIM, KOTOpOMy j10BepsieLs,
OCTOPOXKHO

1. He Bce numyr lipaBy. Ynraews o ceGe Henpapay B Hureprete - coobimm 06 31oMm
CBOHM POJIMTEISIM HITH OTIEKyHaM;

2. Ilpurnamaror TIEpENUCHIBATLCS, UrpaTh, 0OMEHHBATHCS - NIPOBEPE, HET JIH [10/1BOXa:

3. HesakoHHoe konnposanue (aiinos B Murepuere - BOPOBCTBO;

4. Beerna pacckassipaii B3pOCIIEIM 0 NpoG.ieMax B CeTH - OHM Beerya NIOMOTYT;

3. Menonp3yii nactpoiiku 0e30MmacHoCTH u TIPUBATHOCTH, YTOOBEI HE MOTEPATH CBOM
AKKaYHTBI B COLCETSIX M APYTHX OpTasax.
MOJKHO

1. VBawa# apyrux NoJIb30BaTeNIeH;

2. Monssyewmscs HurepHer-uctounmkom - nenaii CCBUTKY Ha Hero;

3. OTKpEIBaii To/BKO Te CCBUIKH, B KOTOPEIX YBEpEH;

4. Obmarscs 32 momomplo B3POCITBIM = POJUTENH, ONIEKYHEI 1 aJIMUHHCTpaLHs CafiToB
BCEr/Ia MOMOryT;



